Encrypting and decrypting Word documents

Installation

This document template has to be saved in the Word Startup folder. You can get the Startup folder name by selecting the menuitem Tools | Options | File locations (or whatever it's named in your language version of Word). After you have copied the template to the Startup folder you have to close Word and start Word again. You will now see a new menuitem named Document crypting in the Tools menu.

You can now perform encryption and decryption of documents like this:

1. Open the document you want to encrypt or decrypt.

2. Select the menuitem Tools | Document crypting | Encrypt/decrypt….

3. Select YES to encrypt the document,
enter an encryption password and 
verify the encryption password to encrypt the document.

4. Select NO to decrypt the document, 
enter a decryption password (the same password you used to encrypt the document with) to decrypt the document.

5. Select CANCEL if you don't want to perform an encryption or decryption.
If the new menuitem doesn't display

If you are sure that you have followed the installation procedure correct, and the new menuitem isn't visible, try this:

1. Close Word and all other applications that use Word (e.g. Outlook).

2. Move the Word template Normal.dot to another folder (you will usually find the template in the folder C:\Program Files\Microsoft Office\Office).

3. Start Word again.

4. Now you will probably see the new menuitem.

5. Close Word again.

6. Move the Word template Normal.dot back to the folder where you found it.

How secure is this encryption?

The security of this encryption is in the encryption password you select. The encryption password is not stored any place in the encrypted document, you will have to store the encryption password yourself to be able to decrypt the document. It will be very difficult for other people to decrypt the content of the document without the encryption password. The longer the encryption password is (up to 255 characters), the longer time it will take to decrypt the document without the encryption password. 

The document can be decrypted by persons with some programming knowledge and lots of time available (up to 14 workingdays or more). An expert in cryptography with "unlimited" resources available will probably decrypt the document within one hour. A person with an incredible amount of luck kan also guess the encryption password and decrypt the document right away…
This template is provided as-is, without any warranty or support. All use of this template is at your own risk. 
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